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mfe<Dmmmm\z®L^Tmw.L, k-d. mm-? v u ^ ^^wt'Iuihh i tf hm 
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WcD^#fbil&Mv^^^b£nTi£#fbiiij<z>^ ^^;Hi{:MbT^s 0 

[0 0 0 4] 

DES (Data Encryption Standard) Hf-SHb#?£&, 7 * V 
(MtE. N I ST : National Institute of Standard Technology ) 
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[0 0 0 5] 

H4&— flgftj&DES (Data Encryption Standard) Hgr-^^^&tCM V* £>*lT 

^ss-Box ^ifcyn ^ ?0-e&& = 

[0 0 0 6] 

04 tC^bfc&K, DES (NIST.FIPS Publication 46-1: Data Encryption 
Standard. January 22,1988) Bg-PHfc;;fr&&C£J V 1 * «b*lT S - B o x (Selectio 
n -Box) 6 hf<j/ h(DA^JtC^f LT 4 bfy h $:tfJ^J"t"-5, — #ftffiB&»© — 
It'feS. — *|tattM»Ftt, — 2fEH£Ay$/3.W» (One-Way Hash F 

unction), /Ay ^jxBMKfcltftftlS, x F (x) £ft»f -5(Z>ii 

mMT*2bZ>j)K F (x) T^fbx 5©«:ffi«>TK*£fc B8«F (x) feffl^T 

[0 0 0 7] 

_tfBLfeS-B o xI£^#Ct£<A^-:/;1/T$:^oTVnT, 4ffxl 6 #f 
©-r— ?>T|*lCfT t?!Ii:{:*f)S$tt#SittH^0^e) 1 5£7?C7)1 6ii© 
M$[T^#)S85££;ftT^3,, f bt, A^J© 6 t^y h " b 5 b 4 b 3 b 2 b 

£-r3£, "b 5 " t. "b Q " ©2 l^y NT'^->Ol/Tc7)6 : &fg5£U $.f=. 
"b 5 " i: "b 0 " 02 tfy h&Rfc^fc "b 4 b 3 b 2 b 1 " CD 4 fc^y ht'f-^T 
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JtIBLfc:ft#0!&Bf4 tC^Tfc, S-B o xs\<DAtt6 \fy h "1 0 

oioo" tbfel, " i o " ft " o o i o " -?tet> 2 ff 2 Wcommw. 

9 (=1001) bT^£„ 
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*Lfc#»©fcfy Nj^kfc&tgi if >y h#J0>#if >y h&vh'J >y ? *[Hlzffi%.<D 

fc#|££CDbfy hT'fafBSfll fcfy h#|©lf y h » «fc »J *i> ^ tf >y h«©»2lf y 
arfiaHl ^f'yyt'|i}iJl^2 If >y Yn<»W&V>^v V VMTJ?T/£<Z>«'Jtc 

2-frTiufBffi2 if ^ h^a<t y^fcvMf y hiS[(Z)ii3 if-/ h#i^e>&3£-niHi£ 
^ sb l r & £ , ^ u ft m v> asfit £ mis l t - o © t& t bum & t& t sstfi? 
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iRlttBBR & ffi ^ T ^m-T <5 Hit #£j&^S IC £ ^ T , 
AUfc#»©tfy h3^e>**^l tf y h#I<Z>#tf >y h SrV h U v 9XftlZffim<D 

hTgfffH^l tf*y Yn^v hRiy^fcVM^y h^<Z)ffl 2 bf y 

^ #>is:^ utfet. fi^ l tcftmou®. ^(Dmmmm z mmm 

o 

[0013] 

Br^fa^l^© : bi:^c^S'»^^^-7JfpJtt@9fS[^fflv^Tl|l^$:^b, d©gfS 
l^$:Mv^T^>^>^«^ : &Ht#^'rS=I>5 : •>^«#gHgp^^b^T'$>oT, 

T'A:ftL£#ffc(Z>tf >y hfrbtk&m l if >y h#Itf)#bf >y V & v h U 7^xt^i:^f 
5£©BB*J8II!ltcfi£oTBB«U So, fffia^ S U >y * X|*n?frjfB3il 1 If >y h#Jtf> 

»Jgj*U 3gtc, #:/ny if >y h^^a>y ^ rhtc»S*»LT» 

^>tife#^m©tr^y h-zmmmi tf-y hpinxv huuu^&^i^y h$fctf>fi2 
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mzm im<o& tiz&zmmfr^-iifa&mmzm^xm i mz$if&L, z.v>m 
imzm^xnyT>vmmz^fc~?z>^>T>vmmm^tmmx&^x. 

fe&mmmMiz'&^xmmis. mm*? h v ^ ^^WT'B&fan i t±*>y h#j<z> 

£*ifc#*gj|l©lfy hT'taiBUl t^y h#!<Z)^y h« J: »J^ft VMf y N»©jg2 
tfrffl»ffliSt»asfr&ffi:&Lfc»2lfy h*f©«»©^y h&ffiv*rmj£©8ifl!ftc 
3*TtifgB^2 t^y h?!IJ; U'>^V^>y h ifc©fg 3 t^y h 5 «JI3HB£ 

bt^t, u fcfr#i©8M£ £ l t - o © mmmmm. & mmm 1 
Lra}i/-r& s -b o x tzmz-t-z znyrz/yftmrn^it 
mmx&z. 
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& tmz, QmiK&om 1 m<D & £iz&& mm fr*>-^m&M%czm^xm 1 at 
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bfy hfSU »J'i>&VM^y hSSt*^ try h£ 1 Lfc^ D y * && 

« o T ^ - ?><zm #J £ £ » £ -T « £ & jc , t«fB"T" - ft »cff £ #J £ tc*h£ 

[0 0 16] 

!&6<Z)3§0J!te, Bt#fbbfcmi^©t;^tC^§'W#?:^2^"e«#^-r 

3£©BB^aric^oTK«L, so, tffiav h u y **i*-eairSBas 1 tr v 

Hotf - -7fr<Ofi £ n £ & *B £ -5 £: & tc, fulfil - y ;i/ ft Jeff £ #J t. izftfo 

^«bSs^LTfe#, jgje i, fctf ^i©asfi[ tMi&L x —d <d mmmmm & Mian 1 
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uy^yvmmm^tmm. ^y^yvrnm^^m. ^y^yvrnm 
umtmw.. nyryvmmmmfc. ^y^yvmm^m^m^-mmm^m 

lM0 3$:#ILTSI8I}CMt5 a 
[0 0 2 0] 

mut^mmizm^^y^yvmmm^it^m. ny^yvmmm^itmm. 
ny^-yv'mmm.^itism. ^yy-yvmw&mtmw.. ^y^-yvmrnmrnm 
fa ziy9-yvmmfcmijm&Mm^£t~tb<D7uv >rmT°2b& 0 

[0 0 2 1] 

m^mw. ^y9-yymmm^it^m. ^y^yvmmm.^tmm. ny^-y 
vmmnmmfa ^y9-yvmmfcmj5mz^^rmm-*2> 0 

[0 0 2 2] 

mitc^-t. nmmt^\tmmmt.t3.. f^*&ft&3>r>yfira (j^ 
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*j, ny^yymmm^t^m. ^y^yvmm^itmmnM^-t^mx^^ 
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fc^feft&^t-STV ^#;wt#o 4 «F#-fbiTT?fc5Si i«k 1 zm^x 
£fc&£<ft?go 1 j&^tfejft-rs— *iantw»o 3 &«^t£j*s*i5. 

[0 0 2 5] 
[0 0 2 6] 

f bt, »liKl S:MV^T«l«P^b^*0 SJCfcoTfflp^fcLfe^-r V* 

$ tix %mmx&m £ *i * . 

[0 0 2 7] 
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<Z> I D&££M^T£j£L£^#fb^T-&tK So, SBftftt fcte^WeiM 
[0 0 2 8] 

1 lWf^f S?*;MM (3>-^>y<ff38) l 2{dg#fb£ft£o SI 

ihk 1 ii, mz'&^itmmo 8fre>ffi#£*i£^#fb^©fgiit<D^£&c&£ 

^{WT'Bg-JHbH^Cffi^fcfg 1 g|K 1 £#ffi<Z)^<Z)T*&£ 0 
[0 0 2 9] 

iifBLfcBf-^b&tf^-SHbfCfc^T. >>*^A£tK2te^#>, 3B«flff*fcfcfca£ 
[0 0 3 0] 

#ClC #2gB;!cD«|5£&t-_tfE L £31 1 it K 1 &£#*5tttit*£/*;£S£&tf 
[0 0 3 1] 

0 3(i^li§:^tS ifi^^i^OlM ^Lf:^n^0T'^. 
[0 0 3 2] 

01 K niftiest Ufc-#fttt|39»0 3, 1 0 SrJifflLT^Sfe©©. *»WtC 
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1»K 1 ££/&-t&JC&£:oT, f li©tii:(C45fti0 1 (3G± 0 9 ) £A 
iJlt, r^T'A^Lfc^ffcCDlf *y Nfr^&Slfy b^}^miZLX. 12 

If y hm<D¥ v h^JSMlt, ZLftfcfll^K 1 tCl-£Zl£:&^LTV^o 
[0 0 3 4] 

&5f«0 1 (Xtt0 9) ti#-»©bfy tfy h#l£0J*LTfc»j, £0> 

mi if* h^j&«f»#^$iiB2 0KiKwfca&a?a»as2 1 jca^-ts. 

[0 0 3 5] 

HI t h U ^^M 1 ftizm 1 if y h#I©#lf y h &BB«-rsfc*b©/?fj£<Z)ffi?ff 

3<Z>^, »l7h'J«;nMl Wt'A*bfcfl tf >y N?'Jtf)lf y hffcj: y^fcv* 
ifv N»#e>&S««©lf y b* 1 *fitlt^a»;i'SaRMU MIC, # 

zruv vvw>mb<o\zv bz^uy? z:mzmizmmwiw.-?z>o fit, lit 

ITLT^<3*lfc#£gl?ltf>tf y h&, g 1 "7 h "J y ^ 1 i »Jff3»J^S < l/fc 
^27h'J *y # 2 p3iZ~fU v ^JlR{C@Bg LT, H 2 Vh U 7^^M2|^(Z)# 
tf*y h^^l fcfy bnn^v bWiX U4>&VMf >y }>t&©f&2lf>y h#j££f£L 

[0 0 3 6] 

fiPl3, AttWcfcttSH 1 *5^y yx-li, ^lifflt)ilfC^5ffii0 1 (X& 
0 9) $:»JCLTM^tf 2 5 If -/ h^tlCjlH7^5iy m-To A^J L 2 5tf»y b<D 
mi If >y h?U£, *±fi[^&J(gJCa 11 a 12 a 1 3a 14 a 15 a 21 a 22 a 2 3a 24 a 25 - 
a R1 a—a^a^ a«fc U #tf >y StfHtte "0" Xti " 1 " (DAJ + V 
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[0 0 3 7] 

fit, A^JL^2 5 l^y h^e>&£3ll tf y h^Jffl^mtfajja^a 
13 a 14 a 15 ^il7 h U >^7M 1 p*g©fll*TBlC?UfC?AoT@2gU a 21 a 22 
a 23 a 24 a 25 S:^2ff BtC^rjK:»oTK«L, ^TB«»C|i^i» U & It. a gl 

IlvhU >^^M 1 p^ic 5 x 5©tfy hv h U 'y^^httlttLT^So 
[0 0 3 8] 

VMf y N»T?0l*.fcC a n a 12 a 21 a 22 $:||l :/ny * t LT^LT, a n fc a 
12^ a 21^ a 22 i:T '^ e?J ^ ag ^ I$! ^ tJ ^ ^©SMfcftffrSfr©*^©^ Nb n 

iZttLTF}*: l^OT^ Ltc a 12 a 13 a 22 a 2 3^f y * £ LtMLt, ± 

iai:ra«jc»aiaji»ufejB^©bfy h b 12 zm2-? b y «ynM 2rt©«ifrS*i 

U <y #**<JgJER3*l5. d©^, ^2 V h y y ^XM2 rtG)4 X 4 (OtTy NT h 

y *^^5.I2 Ify h#J£ IT 1 6 h^&S b n b i2 b 13 b 14 b 21 b 22 

b 23 b 24 b 31 b 32 b 33 b 34 b 41 b 42 b 43 b 44 $r ^ bT ^ "®SI2 tfy 
Mi-^S-B o x 2 2ffi!ltcm^j-r<g>^i:T^l *-5^y >f£*ST-f £0 
[0 0 3 9] 

^©Hi xf'yyt'it A^Lfc 2 5 t^y h £3|i v h y i p*gi?:/n 

[0 0 4 0] 

ft, AflsWc;i3#3|£l ^T'it f§ l £ 3fif# 0 l (X&0 

9) £«lCLTA±L£#ifc©tf y h £ 2 5 l^y h £ L £#3*UCPSS 3 £ & < 

tf >y h (2 5l^yh) 5:^1 tfy h?iJ©«Jt&^ST&lCft;froTJlHlC@i2eL 
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mm (ex-or) izj^^xmmm (or) xizmmm (and) -vn^x^Si 

[0 04 1] 

t S - B o x 2 2 WtC^^tK^^-^T^^Ft), ^<Z)^-^Ol/TfC*fbT3|l 

i:^'Ji:$:fi^LTVNS 0 -cof^, 31 2 t^y h?«©^ifc©t^y b fc^T-^-^Ob 

snw n ttm £ jc & & £ e> ic&#) p, tir v\ & G 

j£2*iTV^„ fit, *!3£Snfcff^Jlc^lSUfcaP&^e>— o©5l^<tHS:^ 
l«KltLTffi*tS^ _tfBl£3H , l2^f>y^5:Wat 

s x i ^ -x- >y ^ & mmm -f&fr&LKitmz^y^z mmm l x , 

[0 0 4 2] 

r*UCj:U, H2^^^^T'#^4x^Hl^K 1 GDt^y hifcte, ^1^^^"/ 
XAJj L> 1 Ify h^iH&tf)^ *y h$tfC*fLTliSbT4>&V>tr >y h£fc&Cgr|M 

[0 0 4 3] 

*&*S*2tf* h«fcLTb 11 b 12 b 1 gb 14 b 21 b 22 b 2 3b 24 b 31 bg 2 bg3b 
34 b 41 b 42 b 43 b 44® ^ ^**&BiRbfe 8 tf >y h (D b n b 12 b 13 b 14 b 21 b 22 b 
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23 b 24 £/gVM:. t— ?>T©fTfc#|£ £Jg)£bT^3o ffi, b n b i2 b 13 b 14 

b 21 b 22 b 23 b 24 b 31 b 32 b 33 b 34 b 41 b 42 b 43 b 44 <7)e,t,T ^ U<7)8 ^ h(D 
b 31 b 32 b 33 b 34 b 41 b 42 b 43 b 44 ^ J <^>^ ~ T "£±.12 £ IM#{C#ig-r 

[0 0 4 4] 

m% g!2fcfy h#|#e>383RUfc 8 If y ^® b n b i2 b I3 b I4 b 21 b 22 b 23 
b 24 0^tb n b 12 b 13 b 14 ©4 tfy h T^- 7)VT (DfiZmfe U b 2 i b 22 
b 23 b 24 ©4 fcfy hT^-^bTtf^Q&fgJtLTV^,, 
[0 0 4 5] 
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